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Definition of Internet of Things

• A Dynamic global network infrastructure with self-configuring capabilities

based on standard and interoperable communication protocols where physical

and virtual things have identities, physical attributes and virtual personalities

and use intelligent interfaces and are seamlessly integrated into the information

network, often communicate data associated with users and their environments.
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Introduction to Internet of Things
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Fig: Inferring information and knowledge from data
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Energy

•Smart Lighting
•Smart Appliances
•Intrusion Detection
•Smoke/Gas Detection

•Smart Parking
•Smart Roads
•Structural Health Monitoring
•Emergency Response

•Weather Monitoring
•Air Pollution Monitoring
•Noise Pollution Monitoring
•Forest Fire Detection

•Smart Grids
•Renewable Energy Systems
•Prognostics

•Route Generation & Scheduling
•Fleet Tracking
• Shipment Monitoring
•Remote Vehicle Diagnostics

•Inventory Management
•Smart Payments
•Smart Vending Machines

•Smart irrigation
•Green House Control

IoT

Home Environ

ment
Cities

Retail
Logistics

Agric

ulture
Industry

Health 

and 

Lifestyle

•Machine Diagnosis & Prognosis
•Indoor Air Quality Monitoring

•Health & Fitness Monitoring
•Wearable Electronics

Fig: Applications of IoT



Characteristics of IoT

1. Dynamic & Self Adapting

2. Self Configuring

3. Interoperable Communication Protocols

4. Unique Identity

5. Integrated into Information Network
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Physical Design of IoT

1. Things in IoT

2. IoT Protocols
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Physical Design of IoT
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IOT Protocol

TransportLink Layer Network Application



1. Link Layer
i. 802.3 – Ethernet

ii. 802.11 – WiFi

iii. 802.16 – WiMax

iv. 802.15.4 – LR-WPAN

v. 2G/3G/4G – Mobile Communication

2. Network/Internet Layer
i. IPV4

ii. IPV6

iii. 6LOWPAN

3. Transport Layer
i. TCP

ii. UDP
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Physical Design of IoT



Physical Design of IoT

4. Application Layer
i. HTTP

ii. COAP

iii. Web Socket

iv. MQTT

v. XMPP

vi. DDS

vii. AMQP
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Logical Design of IoT
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IoT Functional Blocks
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1. Device

2. Communication

3. Services

4. Management

5. Security

6. Application



IoT Communication Model

1. Request - Response

2. Publish - Response

3. Push - Pull

4. Exclusive - Pair
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IoT Communication API’s

1. REST – based Communication API’s

i. Client – Server

ii. Stateless

iii. Cache – able

iv. Layered System

v. Uniform Interface

vi. Code on Demand

2. Web Socket – based Communication API’s
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IoT Enabling Technologies

1. Wireless Sensor Networks

2. Cloud Computing
i. Infrastructure-as-a Service (IaaS)

ii. Platform-as-a Service (PaaS)

iii. Software-as-a Service (SaaS)

3. Big Data Analytics
i. Volume

ii. Velocity

iii. Variety

4. Communication Protocols

5. Embedded Systems

FIoT, Unit - I, G. SPICA, ECE, NRCM 15



IoT Levels and Develepment Templates

1. Device

2. Resource

3. Controller Service

4. Database

5. Web Service
i. Stateless/Stateful

ii. Uni-Directional/Bi-Directional

iii. Request-Response/Full Duplex

iv. TCP Connections

v. Header Overhead

vi. Scalability

6. Analysis Component

7. Application
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IoT Levels

1. IoT Levels - 1

2. IoT Levels - 2

3. IoT Levels - 3

4. IoT Levels - 4

5. IoT Levels - 5

6. IoT Levels - 6
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Sensing

• Sensor Technology

• Different Examples of Sensors as follows

1. Humidity Sensor

2. Light

3. Acceleration

4. Vibrations and Shocks

5. Angular Acceleration and changes in Direction (Angle)

6. LIDAR
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Actuation
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1) An actuator is something that actuates or moves something. More specifically, an actuator

is a device that coverts energy into motion or mechanical energy. Therefore, an actuator is a

specific type of a transducer.

2) Thermal Actuators One type of thermal actuator is a bimetallic strip. This device

directly converts thermal energy into motion. This is accomplished by utilizing an effect called

thermal expansion.

• Thermal expansion is the manifestation of a change in thermal energy in a material.

• When a material is heated, the average distance between atoms (or molecules) increases. The

amount of distance differs for different types of material. This microscopic increase in distance is

unperceivable to the human eye. However, because of the huge numbers of atoms (or molecules)

in a piece of material, the material expands considerably and, at times, is noticeable to the

human eye.



Basics of Networking

• Based on the network the area is divided as:

1. LAN – Local Area Network

2. PAN – Personal Area Network

3. MAN – Metropolitan Area Network

4. WAN – Wide Area Network
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1. LAN – Local Area Network

Fig: LAN – Local Area Network
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Local Area 

Network



1. LAN – Local Area Network

• Characteristics of LAN

1. Size

2. Transmission Technology

3. Network Topology
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WAN-Wide Area Network

1. Point-to-Point WAN

2. Switched WAN
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LAN

Wide Area 
NetworkLAN

LAN

Fig: WAN – Wide Area Network



1. Point-to-Point WAN
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ISP

Modems

Point-to-Point

WAN

Fig: Point-to-Point WAN



2. Switched WAN
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Host

Subnet

Fig: Switched WAN



• Several Topologies
i. Star Topology

ii. Ring Topology

iii. Complete or Square Topology

iv. Tree Topology

v. Irregular Topology
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i. Star Topology
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Fig: Star Topology



ii. Ring Topology
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iii. Complete or Square Topology
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iv. Tree Topology
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v. Irregular Topology
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MAN – Metropolitan Area Network
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Metropolitan 
Area NetworkLAN

LAN

LAN

Fig: MAN – Metropolitan Area Network
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PAN – Personal Area Network

Fig: Wired PAN – Wired Personal Area Network
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PAN – Personal Area Network

Fig: Wireless PAN – Wireless Personal Area Network
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OSI Reference Model VS TCP/IP Model
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Different Components present in Network

1. Repeaters

2. Bridges

3. Router

4. Gateways

5. Brouters

6. Switches
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Repeaters
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Bridges
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Router
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Gateways

FIoT, Unit - I, G. SPICA, ECE, NRCM 42



Brouters
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Switches
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Fig: Switches



Communication Protocols

1. Data Sequence

2. Flow Control

3. Error Control

4. Data Formatting

5. Data Routing

6. Log Information

7. Connection establish and termination

8. Precedence and order of Transmission

9. Data Security
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Different terminologies used in message communication 
protocols
1. Request/Response (Client/server)

2. Publish/Subscribe (pubsub)

3. Resourse Directory (RD)

4. Resource Discovery

5. Registration/Registration update

6. Pull (subscribe/notify) Data

7. Polling or Observing

8. Push (Publish/subscribe) Data

9. Message Cache

10. Message Queue

11. Information/Queue
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Sensor Networks

Different types of Networks present, they are:

1. WSN

2. MANET

3. VANET

4. Cognitive Radio Networks
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1. WSN

Elements of WSN

A typical wireless sensor network can be divided into two elements. They are:

1. Sensor Node

2. Network Architecture

Sensor Node

A Sensor Node in a WSN consists of four basic components. They are:

1. Power Supply

2. Sensor

3. Processing Unit

4. Communication System
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Different subsystems of sensor nodes
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Fig: Different subsystems of sensor nodes



WSN
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Fig: WSN 



2. MANET
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Fig: MANET 



3. VANET
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Fig: VANET 



4. Cognitive Radio Networks
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Fig: Cognitive Radio Networks



Important Questions

1. Define IoT? Write in brief about IoT?

2. What are the main challenges of IoT?

3. What are Security issues in IoT?

4. What are the privacy things we are providing in IoT?

5. Explain Functional blocks of IoT?

6. What are the Characteristics of IoT?

7. Explain about sensor technology and list some examples of sensors?

8. Define computer networks? How this network is different from other networks?

9. Explain Communication Protocol?

10. Discuss various components of a network?

11. Discuss about sensor network? Outline the features of wireless sensor networks?

12. What are the Subsystems of sensor nodes in sensor networks?

13. What are Applications of IoT?

14. List few sensors and networks which we are using in IoT?
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Content

• Machine –to –Machine Communications

• Difference between IoT and M2M

• Interoperability in IoT

• Introduction to Ardunio Programming

• Integration of sensors and Actuators with Arduino
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Machine –to –Machine Communications

• Machine to Machine communications, often termed M2M/IoT is going to be the

next generation of Internet revolution connecting more and more devices on

Internet.

• M2M communications refer to automated applications which involve machines

or devices communicating through a network without human intervention.

• Sensors and communication modules are embedded within M2M devices,

enabling data to be transmitted from one device to another device through wired

and wireless communications networks.
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Machine –to –Machine Communications

• M2M is expected to revolutionize the performance of various sectors,

businesses and services, by providing automation and intelligence to the end

devices, in a way that was never imagined before.

• It may be applied to robots and conveyor belts on the factory floor, to tractors

and irrigation on the farm, from heavy equipment to hand drills, from jet

engines to bus fleets; from home appliances to health monitoring; from Smart

Grid to Smart Water; every piece of equipment, everywhere.

• It can bring substantial tangible social and economic benefits by giving more

efficient and effective services to the citizens.
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M-2-M Applications
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M2M Architecture
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Difference between IoT and M2M
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Interoperability in IoT

• The ability of IoT systems & components to interact with each other and share data 

is called Interoperability.

• This applies to internal communication among various components among various 

system.

• It is the key factor to allow various devices to exchange data & work collaboratively.

• It is a key feature of IoT without which, many benefits of IoT cannot be achieved.

• For ex: consider a bus application that can evaluate optimal route

• The application takes help from interoperation with traffic monitoring service of city 

to obtain the less congested routes.

• With this, the bus application provides a precise, complete and useful service to the 

user.

• Some of the types of interoperability are as follows.
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Interoperability in IoT

1. Syntactic Interoperability

2. Semantic Interoperability

3. Technical Interoperability
1. One M2M

2. ARM

3. IoT

4. All joyn
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Introduction to Ardunio Programming

Blink.ino

Void setup()

{

Pin Mode(12,output);

}

Void loop()

{

digital write(12,HIGH);

Delay(1200);

Digital write(12,LOW);

Delay(1200);

}
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Integration of sensors and Actuators with Arduino
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Important Questions

1. Discuss about IoT and M2M?

2. Write difference between IoT and M2M?

3. Write about Aruino and Arduino Programming

4. What is M2M communication? Discuss about M2M architecture?

5. Discuss about interoperability of IoT?

6. How this sensors and actuators are integrated with Arduino?

7. Discuss about anatomy of an Arduino program and also write a short 
notes on shields?
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THANK YOU
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Content

• Introduction to Python Programming

• Introduction to Raspberry Pi

• Interfacing to Raspberry Pi with basic peripherals

• Implementation of IoT with Raspberry Pi
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Introduction to Python Programming

• Python is a widely used general-purpose, high level programming language. It

was created by Guido van Rossum in 1991 and further developed by the Python

Software Foundation. It was designed with an emphasis on code readability, and

its syntax allows programmers to express their concepts in fewer lines of code.

• Python is a programming language that lets you work quickly and integrate

systems more efficiently.

• There are two major Python versions: Python 2 and Python 3. Both are quite

different.
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Introduction to Python Programming
Beginning with Python programming:

• Finding an Interpreter:

• Before we start Python programming, we need to have an interpreter to interpret and 
run our programs. There are certain online interpreters 
like https://ide.geeksforgeeks.org/ that can be used to run Python programs without 
installing an interpreter.

• Windows: There are many interpreters available freely to run Python scripts like IDLE 
(Integrated Development Environment) that comes bundled with the Python software 
downloaded from http://python.org/.

• Linux: Python comes preinstalled with popular Linux distros such as Ubuntu and 
Fedora. To check which version of Python you’re running, type “python” in the 
terminal emulator. The interpreter should start and print the version number.

• macOS: Generally, Python 2.7 comes bundled with macOS. You’ll have to manually 
install Python 3 from http://python.org/.
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Introduction to Python Programming
Features of Python:
1. Object-Oriented Programming Paradigm

2. Easy to Learn

3. Easily Readable

4. Easily Maintainable

5. Uses High-level Data structure

6. Extensiblity

7. Portability

8. Robust

9. Possesses the Right of a memory Manager

10. Interpreted and (Byte) complied language

11. Scalability

12. Effective Rapid Prototyping tool 
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Introduction to Raspberry Pi
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1. Division (/,//)

2. Modulus (%)

3. Exponentiation(**)

4. Addition (binary (+) operation)

5. Substraction (binary (-) operator)

6. No change (unary (+) operator)

7. Negation (unary (-) operator)
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Introduction to Raspberry Pi
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Keywords used in Python:
1. And

2. As

3. Assert

4. Break

5. Class

6. Continue

7. Def

8. Del

9. Elif

10. Else

11. Except

12. False

13. Finally

14. For

15. From

16. Global

17. If

18. Import

19. In

20. is

21. Lambda

22. Not

23. Or

24. pass

25. raise

26. return

27. True

28. try

29. while

30. with

31. None

32. yield
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Control Statements:

• Decision structures/control statements

• If statement
• The keyword ’if’

• An expression or a condition
• Multiple conditional expressions

• The Code
• Single statement code

• If-else statement
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Basic style guidelines:

1. Comments

2. Indentation

3. Documentation

4. Selecting identifier names
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How to write and execute a program in python?

1. Using python’s command line window

2. Using python’s IDLE graphs window

3. From system prompt
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Various data types in python:

1. Numeric datatypes
1. Integer

2. Floating point

3. Boolean

4. Complex

2. String datatypes

3. List datatypes

4. Tuples datatypes

5. Dictionary datatype
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Python statements need to follow rules and symbols:

1. Comments

2. Module

3. Newline

4. Colon

5. Semicolon

6. Indentation
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Introduction to Raspberry PI, Interfacing Raspberry PI with 
Basic peripherals:

1. Power input

2. USB ports

3. Ethernet ports

4. Processor and RAM

5. GPIO pins

6. DSI (Display Serial Interface

7. CSI (Camera Serial Interface)

8. SD card slot

9. HOMI output

10. Audio/Video output

FIoT, Unit - III, G. SPICA, ECE, NRCM 83



Versions/Flavors of Raspberry PI:

1. Raspbian

2. RaspBMC

3. Areh

4. RISC OS

5. Pidora

6. Open ELEC
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Raspberry PI Interfaces:

1. I2C

2. Serial

3. SPI (Serial Peripheral Interface)
a. Chip Enable (CE0)

b. Chip Enable 1 (CE1)

c. MISO (Master In Slave Out)

d. SCK (Serial Clock)

e. MOSI (Master Out Slave In)
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Implementation of IoT with Raspberry PI:
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You'll need the following components to connect the circuit.
1. Raspberry Pi
2. LED
3. Resistor - 330 ohm
4. Breadboard
5. 2 Male-Female Jumper Wires
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• import RPi.GPIO as GPIO
import time
GPIO.setmode(GPIO.BCM)
GPIO.setwarnings(False)
GPIO.setup(21,GPIO.OUT)
print "LED on"
GPIO.output(21,GPIO.HIGH)
time.sleep(10)
print "LED off"
GPIO.output(21,GPIO.LOW)
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Interfacing Light Sensor with Raspberry PI:
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Important Questions

1. What are the features of Python?

2. Write the list of operators in python?

3. Write a short notes on Raspberry PI? Mention how many peripherals 
are present in it and Explain them?

4. Define control statements? Discuss about if statement?

5. What are the basic style guideliness? Explain datatypes in python?

6. What is Raspberry PI? List the commands we use in it?

7. Write about the implementation of Raspberry PI with Python?

8. Explain about interfacing Light Sensor with Raspberry PI?
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THANK YOU
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Content

• Implementation of IoT with Raspberry PI

• Introduction to Software Defined Network (SDN)

• SDN for IoT

• Concept of Data Handling and Analytics 
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Implementation of IoT with Raspberry PI:
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You'll need the following components to connect the circuit.
1. Raspberry Pi
2. LED
3. Resistor - 330 ohm
4. Breadboard
5. 2 Male-Female Jumper Wires
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• import RPi.GPIO as GPIO
import time
GPIO.setmode(GPIO.BCM)
GPIO.setwarnings(False)
GPIO.setup(21,GPIO.OUT)
print "LED on"
GPIO.output(21,GPIO.HIGH)
time.sleep(10)
print "LED off"
GPIO.output(21,GPIO.LOW)
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Interfacing Light Sensor with Raspberry PI:
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Introduction to Software Defined Network (SDN)
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Types of SDN

1. Open SDN

2. SDN by API’s

3. Hybrid SDN

4. SDN overlay model
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Advantages of SDN
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Traditional Network Architecture
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Limitations of Traditional Network Architecture

1. Management Overloaded

2. Complex Network Devices

3. Limited Scalability
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The Architecture and key elements of SDN
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• The key elements of SDN are as follows

1. Programmable open API’s

2. Centralized Network Controller

3. Standard Communication Interface (open flow)
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Data Handling and Analytics

1. Data Acquiring

2. Data Organizing

3. Data Analytics
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Data Acquiring

• Various types of Data Acquiring
1. Database

2. Relational database

3. Objeced Oriented Database

4. Database Management System (DBMS)

5. Distributed database

6. CAP Theorem
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Analytics and Phase of Analytics
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Phase of Analytics

1. Descriptive Analytics
1. Spreadsheets & Data Visualization

2. Descriptive Statics based reports and Data Visualization

3. Data Mining and Machine Learning

2. Predictive Analytics

3. Prescriptive Analytics
1. Event Analytics

1. Category, 2. Action, 3. Label, 4. Value

2. In Memory Data Processing & Analytics
1. In memory and on store Row Format option

2. In memory and on store Column Format option

3. Real Time Analytics Management
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Big Data Analytics

• Big Data analytics is a process used to extract meaningful insights, such as

hidden patterns, unknown correlations, market trends, and customer preferences.

Big Data analytics provides various advantages —it can be used for better

decision making, preventing fraudulent activities, among other things.

• The big data analytics like Hadoop, NoSQL and Cassandra will support the big

data architectures/infrastructures.
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Data analytics Architecture

• Data analytics Architecture has 4 layers

1. Data Source layer

2. Data Storage and Data processing layer

3. Data Accessing and Query processing layer

4. Data Services and Advanced Analytics layer
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Design of Hadoop Distributed File System (HDFS)

• The HDFS provides supports the following

1. Storing files of large size

2. Streaming data access

3. Commodity hardware
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Building Blocks of Hadoop
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Task Tracker
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MapReduce and Weather dataset

Map Reduce
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Example of Mapper code in Hadoop
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Reducer Code

1. Shuffle

2. Sort

3. Reduce
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Important Questions

1. Define SDN?

2. What are the key elements of SDN?

3. What is Data Validation?

4. What is Mapper code? What is the general format of it?

5. Write in brief about software Defined Network (SDN)?

6. Explain in detail about the functions that are required for IoT applications?

7. Write a short notes on a) Data Validation b) Data Categorization for storage c) 
Assembly software for events?

8. Illustrate the Architecture of Data analytics?

9. Discuss in detail about the building blocks of Hadoop?

10. Define Map Reduce? Discuss about Weather dataset?

11. Write short notes on reducer code?
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THANK YOU
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Introduction
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Basic concept of cloud computing
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Services and usages of cloud platform
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List different techniques of data collection, storage and computing in 
cloud computing paradigm
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Concerns of cloud computing
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Characteristics of cloud computing
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Characteristics of cloud computing
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Advantages of cloud computing

1. Cost Effective

2. Storage capacity

3. Enhanced performance

4. Flexibility

5. Security

6. Convenience

7. Data backup and recovery

8. Ease of group collaboration
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Various cloud service models

1. Software-as-a-Service (SaaS)

2. Platform-as-a-Service (PaaS)

3. Infrastructure-as-a-Service (IaaS)

4. Data-as-a-Service (DaaS)

• A simple equation descrbing the cloud computing is as follows

Cloud Computing = SaaS + PaaS + IaaS + DaaS
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Software-as-a-Service (SaaS)
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Platform-as-a-Service (PaaS)
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Infrastructure-as-a-Service (IaaS)
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Data-as-a-Service (DaaS)
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Different types of Cloud development model

1. Public cloud

2. Private cloud

3. Hybrid cloud

4. Community cloud
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Public cloud
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Private cloud
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Hybrid cloud
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Community cloud
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Sensor-Cloud, Smart Cities and Smart Homes
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Applications of Sensor Cloud

1. Telematics

2. Agriculture and Irrigation Control

3. Google Health

4. Wildlife Monitoring

5. Transportation and Vehicle Traffic Application
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Smart Cities
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Smart Homes
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The devices are used to connect IoT devices to a home network:

1. Cloud Server

2. Home Gateway
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Cloud Server
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Home Gateway
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Connected Vehicles
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Different types of platformand applications

1. Rental car features

2. Dealership scales

3. Fleet management
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Smart Grid
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Industrial IoT
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Advantages of Industrial IoT
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Important Questions

1. List any four features affered by Nimbits PaaS services?

2. List out the applications in smart home?

3. Discuss in brief about industrial IoT?

4. Define smart Agriculture?

5. Discuss about cloud computing? Also, List various services and usages of cloud platform?

6. List the advantages of cloud computing?

7. Discuss various cloud services model?

8. Write short notes sensor-cloud?

9. Explain about connected vehicles?

10. Discuss about smart grid?

11. Explain about industrial internet of things (IIoT)?

12. Write about agriculture in IoT?

13. Write short notes on activity monitoring?
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THANK YOU
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